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Problem Statement:

1. To understand the recent advancements in network security and analyse the
different approaches towards censorship circumventions
2. To build software to circumvent censorship agencies’ firewalls by using ESNI and

the concept of domain hiding

Related Work

1. SiegeBreaker: An SDN Based Practical Decoy Routing System
https://petsymposium.org/2020/files/papers/issue3/popets-2020-0051.pdf

2. esni-rev-proxy

https://qgithub.com/devopsext/esni-rev-proxy

What is SNI?

e Server Name Indication

e TLS protocol extension

e Solves the issue of shortage of IPv4 addresses

e Allows for hosting multiple domains on the same IP address. The server knows
which website’s SSL certificate to present when a client sends a request to the IP

address


https://petsymposium.org/2020/files/papers/issue3/popets-2020-0051.pdf
https://github.com/devopsext/esni-rev-proxy

e Server returns the required SSL certificate to verify authenticity of the website
e Included in TLS handshake ClientHello message
e Unencrypted and hence, attacker/firewall can observe domains visited by the

user

HTTPS without SNI  HTTPS with SNI
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Standard TLS Handshake

https://www.sitel.com

s On one
https: .site2.
Web Server [P Gl P

https://www.site3.com

Which certificate?
- Either no certificate
- Or default certificate

(9

&9

What is ESNI?

e Encrypted Server Name Indication
e Utilized to maintain privacy of users

e Encrypts the SNI field in the header

TLS Handshake with SNI

https://www.sitel.com

WV o SIA-1 g https://www.site2.com

On one
P

https://www.site3.com ‘

Certificate
Site 1

Request
sitel

e Uses public key cryptography- client encrypts the SNI field using the web

server’s public key added in the DNS record itself (DoH)

e If we use only ESNI then simply Cloudflare can be used instead of hosting a

proxy web server
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e Attacker may poison or intercept DNS communication so it is essential to use
DoH (DNS over HTTPS) to secure that traffic
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What is ECH?

e Encrypted Client Hello

e TLS protocol extension
e Evolution of the ESNI draft
e Encrypts the entire ClientHello, including ESNI, ALPN and other metadata

How does it work?

Involves 2 ClientHello messages- ClientHelloOuter (unencrypted) and
ClientHellolnner (encrypted)

ClientHellolnner is composed of the handshake parameters the client wants to
use for the connection, including the SNI of the origin server, the ALPN list etc.

It is encrypted using the public key in the DNS record of the website
ClientHelloOuter is not used for the intended connection, but is instead used to
connect to the ECH front server.

If the connection is established using ClientHelloOuter (due to decryption failure
of the ClientHellolnner etc), the connection is aborted and the front server sends

back a fresh public key for the client to retry to establish the connection



Client Server

ClientHelloOuter
+ outer extensions (key
———_| share, outer SNI, ...)

+ ClientHellolnner

+ inner extensions (key
share, inner SNI, ALPN, ...)

ServerHello
+ non-sensitive extensions
(key share, ...)

Begin
handshake
encryption
EncryptedExtensions
+ sensitive extensions (ALPN, ... )
Certificate
CertificateVerify

Finished
Begin Finished
transmitting \
application data
|:| No encryption
GET findex.ntml HTTP/11 |
T . Encrypted under ECH

public key

Encrypted under
handshake traffic key

|:| Encrypted under
application traffic key

Advantages over ESNI

e While the ESNI server aborts the connection if decryption of the packet fails, the
ECH server attempts to complete the handshake and supplies the client with a
fresh public key

e Encrypts metadata other than ESNI, improving overall security



Aim with ESNI

e Our aim with ESNI was to make possible the circumvention of firewalls and
third-party agencies snooping on the client’s packets

e The idea consisted of a front web server which acts as a proxy for requests made
by the client to a blacklisted destination

e The key was that this server could switch |IP addresses, so as to not be
blacklisted by the firewalls itself

e The proxy requests are made by manipulating the ESNI value to store the
blacklisted destination’s SNI which could be decrypted by the web server

How does it work?
1. Client initiates TCP handshake with the server. The request is made to an overt
website (the front server) so the firewall allows the connection to pass through
2. After completing the TCP connection, the TLS handshake is initiated. (This
handshake is unencrypted, a problem which is solved with ECH)

3. The cipherspecs are exchanged to allow for encryption of SNI data

Client
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ACK g:
39
ClientHello L
ServerHello
*************************** - Certificate
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ClientKeyExchange =
GhEnREGIPhERSpEe, |-~ - - - - - - - - - - - -~ -~ --------—- - opf
Finished 3n
wn
777777777777777777777777777 . ChangeCipherSpec
Finished



4. User sends a HTTPS packet to the IP address containing both the SNI and the
ESNI fields. The first encrypted packet must contain the IP address and the SNI
of the covert destination in the ESNI field

5. The SNI field has the server_name extension of the web server which is
whitelisted by the organization’s firewall. The ESNI is encrypted using the key
exchanged in the TLS handshake and contains the server_name extension of the
covert destination

6. The web server which has its own private key decrypts the ESNI header field and
extracts the covert destination’s server_name and the IP address of the covert
destination

7. Now, this server simply acts as a proxy. It relays all packets between the covert
destination and the user

8. The user modifies their HTTPS GET request according to the covert destination’s
website

9. When the user wants to terminate the connection, it sends a TCP FIN packet and

the TCP connection is terminated normally

Implementation

Get domains for 2 websites

Visit https://get.tech/#tech-domain and enter the domain name you want to acquire



https://get.tech/#tech-domain

LIVE SITES .TECH ON THE MOVE + MEDIA + HI LEO VALDEZ

BUILD THE FUTURE ON .TECH

examplerandom.tech 365,67 Byfrlyer v 19

Looking for similar domains?

Items Duration

examplecasual.tech % 365.67 1 Year v

caserandom.tech % 365.67 1 Year v




Products Duration Price

examplerandom.tech 1 Year v % 365.67
3466332

Privacy Protection _ 2 % 659.53

Have a Coupon? Sub Total % 4,322.85
Discount % 3,297.65
Tax % 0.00

Discount on standard 1 year .tech domains

Visit https://controlpanel.tech to add subdomains for the 2 websites

STARTUP tech sTarTUP? Need Help?
LEAGUE Join the Startup League now for m Have a Question?
. ¢ amazing marketing benefits! Chat Now

Control Panel Login

L)

]

Customer B

m Forgot Password

Language: English

Copyright © dotTech Domains All Rights Reserved

r
.


https://controlpanel.tech

ST/RTUP tech sTarTup?
LEAGUE Join the Startup League now for m
. s amazing marketing benefits!

Admin Area for dhruvrauthan@gmail.com

13 Manage Orders My Billing Settings Help

Your mobile number seems to be invalid or unreachable. Update number | Remind me later

Quick Links Jump to Domain Announcements
© Billing Summary siege[ucent.tech\ %‘ » You do not have any announcement to
view

Hrsiatl i Jump to Renewal Management

There are no promotional offers. Show Orders expiring in days [l

Add New Order
Manage Free Services

[ Select Product to Add ] S »

&

Enter Domain Name

4,
E

[Service to manage]

Copyright © dotTech Domains Al Rights Reserved

Scroll down to the “DNS Management Section” and select “Manage DNS”

Select “Add Record”

Need Help?

Have a Question?

Dismiss Forever [x]

Language: English



|/Admin Area for siegelucent.tech

M: Records for siegel tech

A Records | AAAA Records | MX Records | CNAME Records | NS Records | TXT Records | SRV Records |

SOA Parameters

Add Address (A) Record for siegel tech
Fill in the form below to add an Address (A) Record for siegelucent.tech

Host Name : .siegelucent.tech (eg.siegelucent.tech )

Destination IPv4 (eg.203.168.176.23)

Address *:

TTL™: 28800 seconds  ( eg. 172800)
( Note that the TTL value you specify will be updated in all records of the same type for
this zone.)

Add Record

(We will acquire the destination IPv4 address in the next step)

Add the 2 subdomains you would like to use



Create web server

Visit https://portal.azure.com/#home to create a web server

O Search resources, services, and docs (G+/) f20190095@goa.bits-
BITS PILANI K K BIRLA GOA CAM.

Azure services

— = = )
+ = = o 0 < » >
Create a Virtual App Services Storage SQL databases  Azure Database  Azure Cosmos Kubernetes Function App More services
resource machines accounts for Postgres... DB services

Recent resources

Name Type Last Viewed
a SiegeLucentVM Virtual machine a few seconds ago
4+> Siegelucent-vnet Virtual network 3 weeks ago
(%) SiegeLucent Resource group 3 weeks ago
Navigate
- ]
Subscriptions [ 4] Resource groups All resources 4[| Dashboard

Tools

W Microsoft Learn 7 @ Azure Monitor 0 Security Center e Cost Management
Learn Azure with free online Monitor your apps and Secure your apps and Analyze and optimize your

A~ ind .

o Aland cmand far fenn


https://portal.azure.com/#home

Create a new resource

: ; f20190095@goa.bi
A Search resources, services, and docs (G+/) BITS PILANI K K BIRLA GOA CAI

Home >

New - X

| 0 earch the Marketplace

Azure Marketplace  Seeall Popular

Windows Server 2016 Datacenter
Quickstarts + tutorials

Get started
Recently created

Al + Machine Learning Ubuntu Server 18.04 LTS

. Learn more
Analytics
Blockchain Web App
Compute Quickstarts + tutorials
Containers
SQL Database
Databases Quickstarts + tutorials

Developer Tools
Function App

safcjolal

DevOps Quickstarts + tutorials
Identity

| : Azure Cosmos DB
ntegration

Quickstarts + tutorials

Internet of Things

Kubernetes Service
Quickstarts + tutorials

IT & Management Tools

E 4

f20190095@goa.b

L Media

Select Ubuntu Server 18.04 LTS

Microsoft Azure 0 Search resources, services, and docs (G+/)

BITS PILANI K K BIRLA GOA CAM...

Home > New >

Create a virtual machine - X

Basics  Disks  Networking Management ~ Advanced  Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each
tab for full customization. Learn more '

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your resources.

Subscription * © l Azure for Students v ‘
L Resource group * @ [ (New) example_group v ‘
Create new

Instance details

Virtual machine name * © l example \/l
Region * l (Asia Pacific) Central India v ‘
Availability options © [ No infrastructure redundancy required v ‘
Image * © ‘ Ubuntu Server 18.04 LTS - Gen1 v ‘

isks >

Review + create < Previous Next



Adjust details as required and click on “Review + create”

An SSH key will be downloaded to your computer which is used to connect to your

server:

ssh -i SiegeLucentVM_key.pem azureuser@104.211.118.26

The Azure VM will have an IP address which will be entered in the .tech control panel

for the subdomains

Create 2 websites on the Apache server

Follow the procedure as given here:
https://www.atlantic.net/vps-hosting/host-multiple-websites-on-a-single-server-with-apac
he-on-ubuntu-18-04/

Use the IP address of the Azure VM and the subdomain names that you entered in the

.tech control panel


https://www.atlantic.net/vps-hosting/host-multiple-websites-on-a-single-server-with-apache-on-ubuntu-18-04/
https://www.atlantic.net/vps-hosting/host-multiple-websites-on-a-single-server-with-apache-on-ubuntu-18-04/

@ Firefox File Edit View History Bookmarks Tools Window Help Y @ o & © wwox@m T Q Suni8Apr 10:29 AM

) test1.siegelucent.tech b+

& C @ a testl.siegelucent.tech ooe % N @O ® =

Welcome to testl.siegelucent.tech Website

This is my second website hosted with name-based virtual hosting

@ Firefox File Edit View History Bookmarks Tools Window Help Y @ o & © 00%x@m T K Sun18Apr 10:29 AM

[ ] Welcome to SiegeLucent 2.0! X +

<« C @ siegelucent.tech . @ %

Success! The siegelucent 2.0 virtual host is working!



Enable HTTPS on the websites

You can set up multiple SSL certificates on 1 IP addresses with the help of the following

articles:

https://www.digitalocean.com/community/tutorials/how-to-set-up-multiple-ssl-certificates-

on-one-ip-with-apache-on-ubuntu-12-04

https://www.digicert.com/kb/ssl-support/apache-multiple-ssl-certificates-using-sni.htm

@ Firefox File Edit View History Bookmarks Tools Window Help Y @ 0 & © 100%x@m T K Suni8Apr 10:31 AM

[ ] test.siegelucent.tech X +

& C @ O A siegelucent.tech oo b 2d In @ ®

Welcome to test.siegelucent.tech Website

This is my first website hosted with name-based virtual hosting


https://www.digitalocean.com/community/tutorials/how-to-set-up-multiple-ssl-certificates-on-one-ip-with-apache-on-ubuntu-12-04
https://www.digitalocean.com/community/tutorials/how-to-set-up-multiple-ssl-certificates-on-one-ip-with-apache-on-ubuntu-12-04
https://www.digicert.com/kb/ssl-support/apache-multiple-ssl-certificates-using-sni.htm

Testing using Wireshark

1. Checking the HTTP unencrypted website

@ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Y @ o & © 99%%® T @ Thu8Apr 4:24PM

[ ] Capturing from Wi-Fi: en0

10 4 e QE2EFIE E A aE
M [ip.addr == 104.211.118.26
No. | Time | Source | Host Name | Destination | Protocol | Length| Info
445 34.738862 192.168.1.102 104.211.118.26 TCP 66 57793 - 80 [FIN, ACK] Seq=1 Ack=1 Wi

446 34.789463 104.211.118.26 192.168.1.102 66 80 - 57793 [FIN, ACK] Seq=1 Ack=2 Wil
447 34.789689 192.168.1.102 104.211.118.26 66 57793 - 80 [ACK] Seq=2 Ack=2 Win=2052 Len=0@ TSval=7779760

> Frame 445: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface en@, id @
Ethernet II, Src: Apple_b2:9e:64 (38:f9:d3:b2:9e:64), Dst: Shenzhen_d1:d5:b6 (38:6b:1c:d1:d5:b6)
> Internet Protocol Version 4, Src: 192.168.1.102, Dst: 104.211.118.26
M Transmission Control Protocol, Src Port: 57793, Dst Port: 8@, Seq: 1, Ack: 1, Len: 0
Source Port: 57793
Destination Port: 80
[Stream index: 22]
[TCP Segment Len: 0]
Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 3617591936
[Next Sequence Number: 2 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 705094126
1000 .... = Header Length: 32 bytes (8)
¥ rlags: ool (FIN, ACK)

Window: 2052

~nen1
38 6b 1c d1 d5 b6 38 f9 d3 b2 9e 64 08 00 45 00
00 34 00 00 40 00 40 06 99 c8 cO a8 01 66 68 d3
76 la el cl 00 50 d7 a0 12 80 2a 06 el ee 80 11
08 04 51 79 00 00 01 01 08 0a 2e Se 8 d4 41 4f

® K Wi-Fi: en0: <live capture in progress> Packets: 633 - Displayed: 3 (0.5%) Profile: Default




2. Checking the HTTPS secure website which has the SSL certificate

@ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help Y @ s & © %@ T Q@ ThusApr 4:26 PM

Capturing from Wi-Fi: en0

BEE Qe>>xE3 B E aqaml

| Host Name i | Protocol | Length| Info
104.211.118.26 TCl 66
167.865094 192.168.1.102 test.siegelucent.tech 104.211.118.26 Client Hello
167.910892 104.211.118.26 192.168.1.102 TCP 443 - 57818 [ACK] Seq=1 Ack=518 Win=64704 Len=0 TSval=1
167.911743 104.211.118.26 192.168.1.102 TLSv1.3 Server Hello, Change Cipher Spec, Application Data, App
167.911864  192.168.1.102 104.211.118.26 TCP 57818 - 443 [ACK] Seq=518 Ack=1429 Win=129920 Len=0 TSv.
167.911994 104.211.118.26 192.168.1.102 TLSv1.3 Application Data, Application Data
167.912118 192.168.1.102 104.211.118.26 TCP 57818 - 443 [ACK] Seq=518 Ack=1583 Win=130880 Len=0 TSv.
167.920861 192.168.1.102 104.211.118.26 TLSv1.3 Change Cipher Spec, Application Data
167.921739 192.168.1.102 104.211.118.26 TLSv1.3 Application Data
167.964683 104.211.118.26 192.168.1.102 TCP 443 - 57818 [ACK] Seq=1583 Ack=582 Win=64640 Len=0 TSva
167.965029  104.211.118.26 192.168.1.102 TLSv1.3 Application Data
167.965136 192.168.1.102 104.211.118.26 TCP 57818 - 443 [ACK] Seq=941 Ack=1886 Win=130752 Len=0 TSv:
167.965281 104.211.118.26 192.168.1.102 TLSv1.3 Application Data
167.965349 192.168.1.102 104.211.118.26 TCP 57818 - 443 [ACK] Seq=941 Ack=2189 Win=130752 Len=0 TSv:
q q Q 2 p 44 218 en=218 i

4 2 68 ACK k=041 en=0 3

Llpner suites Length: 54
Cipher Suites (27 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 381
Extension: Reserved (GREASE) (len=0)
Extension: server_name (len=26)
Type: server_name (0)
Length: 26
v Server Name Indication extension
Server Name list length: 24
Server Name Type: host_name (@)
Server Name length: 21
Server Name: test.siegelucent.tech
Extension: extended_master_secret (len=0)
> Extension: renegotiation_info (len=1)
> Extensio sunnorted arouns (len=12)
00 1a 00 18 00 00 15 74 65 73 74 2e 73 69 65 67 t est.sieg
65 6¢c 75 63 65 6e 74 2e 74 65 63 68 00 17 00 00 elucent. tech
ff 01 00 01 00 00 6a 0@ Oc 00 0a 9a 9a 00 1d 00
17 @0 18 00 19 00 @b 00 02 01 00 00 10 00 0e 00

®E Server Name (tls.handshake.extensions_server _name),21 bytes Packets: 75697 - Displayed: 30 (0.4%)

We can see that the server_name value has the name test.siegelucent.tech which we

were expecting as that website has an SSL certificate



Enable ESNI using a reverse proxy

ESNI was still a draft at the time of this project, and there was no set industry standard
yet. Web servers such as Apache and nginx did not support ESNI, since they work with
TLS using OpenSSL. And OpenSSL did not support ESNI, since it was still a draft
(https://github.com/openssl/openssl/issues/7482)

An ESNI reverse proxy was the first option. A reverse proxy server is a server which
usually sits behind a firewall and directs requests to the appropriate backend server,
which in our case would be the Apache server on the AzureVM.

https://github.com/devopsext/esni-rev-proxy is a Github repository which can build a
reverse proxy server to help enable ESNI on our server.

The process for setting up the reverse proxy is elaborated in the README of the Glthub
repository. However, there are a few changes we need to make in the Apache2

configuration:

1. Changing the ports.conf

sudo nano /etc/apache2/ports.conf

Now comment out the Listen 443 line
#Listen 443

2. Change the website’s .conf file

sudo nano /etc/apache?2/sites-available/test.siegelucent.tech.conf

Change <VirtualHost *:443> to
<VirtualHost *:8080>

3. Restart Apache

sudo service apache2 restart


https://github.com/openssl/openssl/issues/7482
https://github.com/devopsext/esni-rev-proxy

After following the procedure to set up the reverse proxy from the repository, the final

command to start the proxy should look something like this:

sudo ./esni-rev-proxy -b 0.0.0.0:443 -esni-keys ~/test/test2/esnitool/esni.pub

-esni-private ~/test/test2/esnitool/esni -cert

"test.siegelucent.tech:/etc/apache2/testsiegelucenttech.key:/etc/apache2/testsiegelucen

ttech.crt" -upstream https://test.siegelucent.tech

Testing ESNI using Wireshark and Firefox

First we need to enable ESNI in Firefox. Follow the procedure given in the link
https://techorbiter.com/how-to-enable-encrypted-sni-in-firefox-esni/3959/

(This requires an older version of Firefox, since the newer ones have stopped their
support for ESNI)


https://techorbiter.com/how-to-enable-encrypted-sni-in-firefox-esni/3959/

.’ Wireshark File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help @ (}) el @ © 95% @m
[ ] Capturing from Wi-Fi: en0

A0 M ¢ BEE Qe 2EFIEE QQ aQH
N [ip-addr == 104.211.118.26
No. | Time | Source | Host Name | Destination | Protocol | Length| Info
1.647729 192.168.1.105 104.211.118.26 TCP 78 59931 - 443 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 WS=64
1.698984 104.211.118.26 192.168.1.105 443 - 59931 [SYN, ACK] Seq=0 Ack=1 Win=65160 Len=0 MSS=:
.699092 192.168.1.105 104.211.118.26 59931 - 443 [ACK] Seq=1 Ack=1 Win=131328 Len=0 TSval=28!
.703219 .168 B . . Client Hello
.750718 .211 . . 443 - 59931 [ACK] Seq=1 Ack=901 Win=64320 Len=0 TSval=8
.751066 .211 . . . Server Hello, Change Cipher Spec, Application Data, App
.751074 213 . . . Application Data, Application Data
.751183 .168 . . 59931 - 443 [ACK] Seq=901 Ack=1593 Win=129728 Len=0 TSv.
.761170 .168 . . . Change Cipher Spec, Application Data
.761676 .168 . . . Application Data
.761748 .168 . . . Application Data
.805693 .211 . 443 - 59931 [ACK] Seq=1593 Ack=965 Win=64256 Len=0 TSva
.805872 .211 . . Application Data
.805878 .211 . . Application Data

gna _alg 24)
: psk_key_exchange_modes (len=2)
v Extension: encrypted_server_name (len=366)
Type: encrypted_server_name (65486)
Length: 366
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
v Key Share Entry: Group: x25519, Key Exchange length: 32
Group: x25519 (29)
Key Exchange Length: 32
Key Exchange: 469c667902dbd167234433d14cab2c1404b36647bd74c3554dcde2f509cf7d09
Record Digest Length: 32
Record Digest: 5325538d8d237491928f1cae8cbc866b632f061133d767046de917df414d6852
Encrypted SNI Length: 292
Encrypted SNI: 538e921f22ac2d655a6d29121843bcf05452b976e69831f8beab25c5a39668e4eb34290c...
> Extension: record_size_limit (len=2)
> Extension: pre_shared_key (len=188)
38 6b 1c d1 d5 b6 38 f9 d3 b2 9e 64 08 00 45 00
03 b8 00 00 40 00 40 06 96 41 c@ a8 01 69 68 d3
76 la ea 1b @1 bb fa f1 a2 ce 1c c6 d7 dd 80 18
08 04 5e 9e 00 00 01 @1 08 0a 10 fd 69 84 05 41

® E  wi-Fi: en0: <live capture in progress> Packets: 1041 - Displayed: 42 (4.0%) Profile: Default

Clearly, the ClientHello’s server_name extension is now changed to

encrypted_server_name and is fully encrypted

The evolution of ESNI

One more possibility was an unofficial fork of OpenSSL in which the author had
included support for ESNI in Apache and nginx web servers.

https://qithub.com/sftcd/openssl

However, there were problems running the code since the ESNI folder had not been
updated regularly with newer versions of Go and OpenSSL. An issue was raised with
the author (who was a member of the Internet Architecture Board, which is a part of the
IETF). They informed us that ESNI had evolved to ECH over the past few months and
that ECH, rather than ESNI, was set to be the industry standard in the future


https://github.com/sftcd/openssl

Integrating ECH into SiegeBreaker

https://petsymposium.org/2020/files/papers/issue3/popets-2020-0051.pdf

SiegeBreaker is an approach which uses decoy routing in networks as routers
Users in the networks send specially crafted packets to an uncensored website.
Once out of the network, these packets encounter a “Decoy Router” which
identifies the user using a handshake and then proxies traffic from the user to the
censored domain

To incorporate ECH into the SiegeBreaker design, we need to change a few

details in the process

How does it work?

(Bootstrapping)

1.

2.

4.

The client initiates DR by sending an email to the controller’s email address. The
payload of this email contains the DR request which is encrypted using the public
key of the router

The email has 4 fields (1) The word “SIEGE”, signifying DR request. (2) ATCP
ISN that the client will eventually use while handshaking with the overt
destination (OD). (3) IP addresses of client and the OD as well as the SNI value
of the OD’s domain (4) A DH exponent public value (g*)

On successfully identifying a DR request, the controller installs a rule on the SDN
switch, so that all client—-OD packets are redirected to it

The client initiates a fresh TCP handshake with the OD. The SYN packet of the
handshake bears the same ISN, as the one sent in the initial email. This packet
is redirected to the controller who checks that its ISN matches the ISN specified
in the initial email and forwards it to OD. Thereafter the client completes the TCP

connection, and initiates a TLS handshake with the OD, negotiating the session


https://petsymposium.org/2020/files/papers/issue3/popets-2020-0051.pdf

key.
Here, the ClientHellolnner is encrypted and contains the SNI, ALPN etc. of the
OD. ClientHelloOuter contains the unencrypted SNI of the front server of the OD,

which should also be uncensored.
(Hijacking)

5. After completing the TLS handshake, the client sends a TLS data packet,
carrying the GET request. This packet goes to the controller which replaces the
payload of the TLS data packet with the client's DH exponent g* and the OD IP
address and SNI. It then forwards this packet to the SP.

The controller diverts all subsequent packets of the flow to the SP.

6. The SP, on receiving the first TLS data packet, assumes that the client intends to
use DR and terminates the existing client—OD connection. Further, the SP
derives a pre-master key (PMK) (g¥) using client’s g* and its own DH private
number, y. The SP (spoofing as OD) then crafts a TLS data packet carrying a
random nonce N, along with its HMAC computed using PMK. To the censor, this
appears to be a regular TLS data packet, carrying random bits. The client,
however, treats these bits as a nonce N and calculates its HMAC. It derives the
PMK (g") using the private DH number x, and the publicly known g*. Successful
verification of the HMAC allows the client to confirm that the DR request was

successful.
(Proxying)

7. Thereafter the client crafts a TLS data packet carrying Nc, the CD IP address
and SNI (encrypted with key Kc using 256-bit AES in CBC mode), and a HMAC
of the URL and Nc (using HMAC key Hc ). The client sends this packet,
addressed to the OD. En-route the packet encounters the switch that redirects it
to the SP.

8. SP, on successful reception of the aforementioned TLS data packet, extracts the

nonce Nc . Using Nc , N and the PMK, SP also computes the same 6- tuple as



the client. Upon successful HMAC validation, the SP decrypts the IP and SNI
(using Kc). Finally, SP connects to the CD via ECH and requests data.

9. CD serves the requested content to SP.

10.The SP encrypts these responses with key Ksp and signs them with HMAC key
Hsp. It then sends them back to the client, spoofing the source IP address of the
OD (maintaining the state of Client—OD connection). This keeps up the pretense,
to the client’s censor, that the client is communicating with the OD. The same
session can also be used for requesting content from various other CDs (before

the idle timeout expires).

Conclusion

ESNI is a step forward in maintaining privacy and anonymity on the internet. This
combined with DoH can ensure that no third party can observe network traffic and
pinpoint the domains visited by the user. We achieved our aim of enabling ESNI on our
own server which could further be improved so that the user can browse any internet
domain without being restricted in any way.

As the defence strengthens, so does the attack. Hence, security drafts are continuously
updated and improved to keep up with the industry standards. Over time, ESNI evolved
into a much better ECH, which builds upon the flaws of the former. However, the work
done on ESNI is not in vain, since ECH will most likely involve the same principles and
ideas as the ones implemented in this project. Hopefully ECH will become the standard

soon, to ensure that the experience of true anonymous browsing can become a reality.



